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Digital files as property: a curious case in New
Zealand

Kelly McFadzien and Tim Sherman CHAPMAN TRIPP

In Dixon v R (Dixon),1 the New Zealand Supreme

Court recently made a small dent in the proposition that

information is not property, holding that digital files are

indeed property for the purposes of the Crimes Act 1961,

New Zealand’s main criminal law statute.

This decision does not affect the status of digital

information as a matter of property law, but it does raise

questions about potential criminal liability for subse-

quent recipients who download digital information “sto-

len” by others. In the age of “hacked” or “leaked”

celebrity photos, this case may be of special interest to

privacy practitioners, as it would not be surprising to see

an expanded criminal law being used as a tool to reign

in not only those who steal the information in the first

place, but also those who might download or re-publish

it.

This article critiques the reasoning behind the deci-

sion in Dixon, and examines the broader implications for

distribution of “stolen” digital information.

Background

Mr Dixon worked as a bouncer in a bar in Queenstown.

In the course of his work during the 2011 Rugby World

Cup, he became aware of CCTV footage which showed

the captain of the English rugby team “socialising” with

a female companion on the dance floor. Mr Dixon

obtained access to the footage on the pretence that he

was investigating a fight, and then downloaded a copy

onto a USB stick. After unsuccessfully attempting to sell

the footage, he posted it to YouTube. This resulted in a

storm of publicity, as the captain was in fact married to

a member of the British royal family. The bar com-

plained to the police.

Mr Dixon was convicted under s 249(1)(a) of the

Crimes Act of obtaining “property” by accessing a

computer system for a dishonest purpose. Section 249(1)

states:

249 Accessing computer system for dishonest purpose

(1) Every one is liable to imprisonment for a term not
exceeding 7 years who, directly or indirectly, accesses
any computer system and thereby, dishonestly or by
deception, and without claim of right,—

(a) obtains any property, privilege, service, pecu-
niary advantage, benefit, or valuable consid-
eration; …

Court of Appeal
Mr Dixon appealed his conviction on the basis that

digital data is not “property” as defined in s 2 of the

Crimes Act.2 The Court of Appeal agreed, but substi-

tuted the conviction with one of dishonestly obtaining a

“benefit” — albeit under the same subsection.

The court’s view rested squarely on the proposition

that “information, even confidential information, [is] not

something capable of being owned in law”,3 citing

Oxford v Moss4 and a number of approving cases from

the United Kingdom (UK), Australia and New Zealand.5

The court concluded that “electronic footage stored on a

computer is indistinguishable in principle from pure

information” and accordingly “if confidential informa-

tion is not property [then] digital footage also cannot

be”.6 The court commented that:7

Parliament must be taken to be aware of the large body of
authority regarding the status of information and in our
view had it intended to change the legal position, it would
have expressly said so by including a reference to computer-
stored data.

Supreme Court
On Mr Dixon’s further appeal, the Supreme Court

overturned the Court of Appeal, and reinstated the

original conviction, holding that the Crimes Act defini-

tion of “property” does indeed extend to digital data.

In doing so, the court noted a divergence between the

United States (US) and UK authorities on whether

information can be “property”. In some US courts,

electronic data is accepted as “property” capable of

supporting a claim of conversion.8 In England, the Court
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of Appeal has rejected such an analysis, on the basis that

electronic data cannot be possessed.9 In choosing between

these views, the court decided that the legislative history

of s 249 indicated that parliament had in mind a wider

definition of “property” than arguably exists at common

law.

Consequences
Before we look more closely at the Supreme Court’s

reasoning, it is worth exploring an important conse-

quence of the decision that was not discussed in the

judgment: if digital files are “property”, then a person

who receives a stolen digital file may be guilty of the

offence of “receiving stolen property” in s 246 of the

Crimes Act.

The elements of the offence are receiving “property”

that has been “stolen”10 or “obtained by any other

imprisonable offence”, either knowing or being reckless

as to whether the property has been stolen or so

obtained. A digital file obtained by an offence against

s 249 (as in Dixon) or s 252 (accessing a computer

system without authorisation)11 would qualify for this

purpose. So recipients in New Zealand who download

stolen digital files risk a criminal conviction, and up to 7

years in prison, if they know the files have been

improperly obtained or shut their eyes to that possibly.

The consequences of the Supreme Court’s decision

will be of particular interest to privacy law practitioners

given the increasing frequency of incidents where a

celebrity’s personal mobile device or cloud storage

account is hacked, and sensitive personal photographs

and other material posted to the internet and subse-

quently downloaded by members of the public.12 In

virtually all these cases it would be obvious to anyone

who downloads or re-publishes the material that it has

been improperly obtained. Post Dixon, there may now

be criminal exposure not only for those who steal the

material in the first place, but also for media organisa-

tions who republish it, and for members of the public

who download it.

The same logic may also have even more far-

reaching implications for those who illegally download

films in the form of files leaked from film studio servers,

or journalists whose sources provide them with leaked

information in a digital format.13

Taking a new look at an old case
It is instructive to consider how this might have

played out in another case involving a well-known

sportsman, Warne v Genex Corporation Pty Ltd.14 Here,

a photo outlet employee made unauthorised prints of

photographs taken by a guest at the wedding of Austra-

lian cricketer Shane Warne. The unauthorised prints

were subsequently published in a tabloid magazine. The

Warnes sued the employee, the photo outlet and the

publisher.

The Warnes argued that they had a “property right” in

the photographs taken by their wedding guest “which

entitled them to deal with the photographs as they

wished, including a right to permit publication for

reward and a right to preclude others from unauthorised

dealing with the photographs”. The case was eventually

settled, but in denying a strike-out application, the

Federal Court of Australia cast doubt on whether such a

privacy right existed.15 As far as we are aware, the case

did not give rise to any criminal proceedings.

The case pre-dates the age of mass-market digital

photography, but it is worth considering how the rea-

soning in Dixon might apply to the same facts, trans-

posed to New Zealand and updated for the digital age.

Suppose the Warnes’ wedding guest had handed over a

camera memory card containing the wedding photos for

printing, and the employee had saved copies of the files

and sent them to the magazine. The employee would be

committing an (imprisonable) offence against s 228 of

the Crimes Act,16 and the publisher would arguably be

“receiving stolen property” under s 246. So in a world

where Dixon applied, the Warne case could have turned

out rather differently for all defendants.

A closer look at the reasoning in Dixon
Curiously, the Supreme Court in Dixon expressly

declined to challenge “the orthodox view that informa-

tion, even confidential information, is not property”.17

Rather, the decision relies heavily on the supposition

that digital files are “more than simply information”,

because they “can be identified, have a value, and are

capable of being transferred to others” and “also have a

physical presence, albeit one that cannot be detected by

means of the unaided senses”.18

This reasoning is central to the decision, but rests on

an illusory distinction between “pure information” and

digital data. All information has a “physical presence”.

Information cannot exist other than in a medium of some

kind, whether a piece of paper, a transistor in a storage

device, radio waves in the air, or neurons in the brain.

Cast in that light, it also becomes clear that “taking”

a digital file is actually something quite different:

making a copy. The “physical presence” of a digital file

is merely a series of inscriptions on a storage medium. In

solid state or traditional disk drives, the inscriptions are

electromagnetic, while in a CD or DVD they are

indentations moulded in polycarbonate. The inscriptions

themselves cannot be transferred, only copied and (in

some cases) erased. The act of “transferring” a file

involves the computer locating the original file in the

storage medium, reading the information found at that
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location, and writing a copy to a new location. This is so

even where a user gives a command to “move” a file: the

only difference in that case is that the source file is

automatically erased once a copy has been written to the

new location.

It follows that the only thing “taken” by copying a

digital file is information. The new file is “the same file”

only in the sense that it contains the same information.

This is not a mere technical point or an argument of form

over substance. As a matter of substance, why should

copying a digital file be regarded as “obtaining prop-

erty” when other types of copying are not? For example,

would Mr Dixon have “obtained property” if he had

used a smartphone to record the CCTV footage off the

screen of the PC where it was stored? What if he had

streamed the footage from a digital video output of the

PC to a device of his own, capturing it in a different

format so that (at a binary level) it bore no resemblance

to the original file? Ensuring the law keeps pace with

technology means avoiding distinctions that produce

different outcomes based on arbitrary technological

differences. From that viewpoint, Dixon has put the law

significantly out of step with technology.

Conclusion
The decision in Dixon shows the dangers of eroding

the longstanding principle that information is not prop-

erty, and the value of fine-grained technical knowledge

when drawing analogies between old technologies and

new. Mr Dixon represented himself in the Supreme

Court, so the court did not have the benefit of legal

submissions on the “property” point. If the opportunity

arises in a future case, we can only hope the court will

consider invoking its power to overrule its own prece-

dent.

Kelly McFadzien

Partner

Chapman Tripp

kelly.mcfadzien@chapmantripp.com

www.chapmantripp.com

Tim Sherman

Senior Associate

Chapman Tripp

tim.sherman@chapmantripp.com

www.chapmantripp.com

Footnotes
1. Dixon v R [2015] NZSC 147; BC201563428.

2. Defined in s 2: “property includes real and personal property,

and any estate or interest in any real or personal property,

money, electricity, and any debt, and any thing in action, and

any other right or interest”.

3. Dixon v R [2014] NZCA 329; BC201462580 at [23].

4. Oxford v Moss (1979) 68 Cr App Rep 183.

5. Boardman v Phipps [1967] 2 AC 46; [1966] 3 All ER 721;

[1966] 3 WLR 1009; Farah Constructions Pty Ltd v Say-Dee

Pty Ltd (2007) 236 ALR 209; 81 ALJR 1107 [2007] HCA

22; BC200703851 and Hunt v A [2008] 1 NZLR 368; (2007) 8

NZBLC 102,048; [2007] NZCA 332.

6. Above n 3, at [31]–[32].

7. Above n 3, at [35].

8. Thyroff v Nationwide Mut Ins Co 8 NY 3d 283 (NY 2007).

9. Your Response Ltd v Datateam Business Media Ltd [2014] All

ER (D) 156 (Mar); [2015] QB 41; [2014] 4 All ER 928; [2014]

EWCA Civ 281.

10. The term “stolen” means obtained by “theft” or “stealing” as

defined in s 219 of the Crimes Act. This is not essential to the

present analysis.

11. Section 252(1) provides a prison term of up to 2 years for

anyone who “intentionally accesses, directly or indirectly, any

computer system without authorisation, knowing that he or she

is not authorised to access that computer system, or being

reckless as to whether or not he or she is authorised to access

that computer system”. Section 252(2) clarifies that unauthorised

access does not include situations where a person is authorised

to access a computer system for one purpose but accesses it for

another unauthorised purpose.

12. See for example, M Isaac “Nude Photos of Jennifer Lawrence

Are Latest Front in Online Privacy Debate” (2 Septem-

ber 2014) The New York Times available online at www.nytimes.com.

13. For a well thought-out discussion of these other issues, see Prof

A Geddis “Dixon v R: An easy case that raises hard questions”

(20 October 2015) Pundit available online at http://

pundit.co.nz/.

14. Shane Warne, Simone Warne and Jennifer Cottrell v Genex

Corporation Pty Ltd [1996] FCA 1605 (4 July 1996).

15. Above n 14, at [12].

16. Section 228 of the Crimes Act provides “Every one is liable to

imprisonment for a term not exceeding 7 years who, with intent

to obtain any property… dishonestly and without claim of

right, uses or attempts to use any document”. Under s 217, a

“document” includes “any disc… card, or other material or

device in or on which information, sounds, or other data are

recorded [or] stored”. So if digital files are “property”, then the

photo outlet employee would be dishonestly “using” the

camera memory card to obtain that “property”.

17. Above n 1, at [23]–[24].

18. Above n 1, at [25]. See also similar emphasis at [39] and [42].

privacy law bulletin April 2016 73



Are privacy rights now compensable? The effect
of Vidal-Hall and a global update
Nick Graham and Tanvi Mehta DENTONS

Practical tips

• In light of heightened global attention on data loss

(and emerging rights for plaintiffs), English and

Australian businesses should make sure that they

are sufficiently prepared for a data breach or cyber

attack.

• The (unsurprising) confirmation in Vidal-Hall v Google

Inc1 (Vidall-Hall) that a tort of privacy exists may

serve as the final straw in jurisdictions such as

Australia, where the tort has been recognised by

lower state courts but not yet by an appellate court.

In any event, Australian companies should now

also be mindful of the risk of claims in privacy-

friendly jurisdictions such as the United Kingdom

(UK).

• Once the General Data Protection Regulation

comes into force, actions for immaterial damage

(or non-pecuniary loss) will be inevitable for

multinational companies with a sufficient Euro-

pean presence, whether brought as collective actions

or not.

Introduction and the decision itself
Privacy and data protection is an area of the law that

has drawn particular attention within Europe since the

1980s and which is also generally recognised as still

“developing”.2 As a member state of the European

Union, the UK has been subject since 1995 to “Directive

95/46/EC of the European Parliament and of the Council

of 24 October 1995 on the protection of individuals with

regard to the processing of personal data and on the free

movement of such data” (the Directive).

While the Directive was initially intended to harmonise

fledgling data protection laws across Europe, its status as

a Directive meant that this was not necessarily guaran-

teed. Similarly to the way in which an international

treaty operates on its signatories, an EU Directive is a

form of legislation that is “directed” at member states,

but which allows these states some discretion to enact it

into their own domestic legislation in keeping with its

objectives. In 1998, the UK duly passed its own Data

Protection Act 1998 (the DPA) to give effect to the

Directive’s terms.

Domestic enactment can give rise to national quirks

and a recent decision in the UK Court of Appeal has

flagged a key inconsistency between the DPA and the

Directive, relating specifically to how the UK makes

monetary compensation available for DPA breaches. In

Vidal-Hall, a set of claimants brought a claim for

compensation against Google Inc alleging, among other

things, that the defendant had used their personal data

(as collected through its DoubleClick advertising func-

tion) in breach of the DPA. The claimants conceded that

they did not suffer any pecuniary loss through Google’s

alleged breach, bringing into play the restriction built

into s 13 of the DPA:

13 Compensation for failure to comply with certain
requirements.

(1) An individual who suffers damage by reason of any
contravention by a data controller of any of the
requirements of this Act is entitled to compensation
from the data controller for that damage.

(2) An individual who suffers distress by reason of any
contravention by a data controller of any of the
requirements of this Act is entitled to compensation
from the data controller for that distress if —

(a) the individual also suffers damage by reason
of the contravention, or

(b) the contravention relates to the processing of
personal data for the special purposes.

…

Accepting that s 13(2)(b) is not relevant for our

purposes, this means that an individual who suffers

distress but does not also suffer damage (understood

under English and Australian law as pecuniary loss) may

not claim compensation under the DPA. In Vidal-Hall,

the Court of Appeal held that this position was contrary

to Art 23 of the Directive, which broadly permits an

individual who has suffered “damage” as a result of “…

any act incompatible with national provisions adopted

pursuant to this Directive” to receive compensation. The

Court of Appeal held on the basis of preceding authority

that “damage” under the Directive should encompass the

“natural and wide meaning [of] material and non-

material damage”.3 From an English perspective, this

clarified existing ambiguity as to whether the Directive

does in fact enable compensation for “moral” or non-

pecuniary loss and supports an earlier reprimand from
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the European Commission that the “right [in the Direc-

tive] to compensation for moral damage when personal

information is used inappropriately is also restricted …”

by not having been properly implemented in the DPA.4

However, while the Court of Appeal had an overrid-

ing ability under European Union case law to interpret

s 13 so far as possible in order to achieve the result

sought by the Directive,5 it could not do so where the

change in interpretation altered a fundamental feature of

the legislation.6 The court recognised that the DPA

reflected parliament’s intention to “permit compensation

for distress … only in certain tightly defined circum-

stances”7 and held that it was not “possible” to displace

that intention, given the position of s 13 as a “central

feature” of the DPA.8

However, the matrix of applicable legislation does

not end here. For the Court of Appeal, the final point for

consideration was whether s 13(2) of the DPA should be

disapplied on the grounds that it conflicted with the

rights guaranteed by Arts 7 (right to private and family

life) and 8 (right to protection of personal data) of the

European Charter of Fundamental Rights (Charter) —

and in particular that it was inconsistent with the right to

an “effective remedy” for breach of EU law rights which

is granted by Art 47 of the Charter. By way of back-

ground, the Charter is directly applicable in UK law and

the right to an effective remedy in particular has been

recognised9 as a general principle of EU law. In this

way, even where the court was not able to disapply

s 13(2) of the DPA by reference to the Directive, it was

required under EU law to disapply the primary legisla-

tion on the basis that a limited compensation right could

not be interpreted compatibly with Art 47 of the Charter

and because this issue was so material to the scope of

EU law.10

The Court of Appeal also made a further, and less

controversial, finding that misuse of private information

was a tort for the purposes of the rules governing service

out of the jurisdiction (discussed further below). On

28 July 2015, the Supreme Court granted Google Inc

partial permission to appeal the decision, holding that

the Court of Appeal’s decision that s 13(2) was incom-

patible with the Directive and its disapplication of

s 13(2) of the DPA in light of the Charter raised an

arguable point of law. No date for the next steps in the

proceedings has yet been announced.

The position so far (and the UK in
comparison with Australia and Europe)

As many Australian privacy professionals will know,

the Privacy Act 1988 (Cth) (Privacy Act) does not

restrict claimants in the same way as the DPA. Section

52 of that Act enables the Australian Information Com-

missioner who is investigating a breach of the Act to

make a determination that the complainant is entitled to
compensation for loss, which is defined to include injury
to the complainant’s feelings or humiliation suffered by
the complainant. Principles for awarding such compen-
sation were set out in Rummery v Federal Privacy

Commissioner.11

From 2011 to 2015, the Office of the Australian
Information Commissioner (which merged with the
Office of the Privacy Commissioner in 2011) has become
more bullish in using determinations to correct behaviour,
and has made nine determinations in relation to breaches
of the Privacy Act — a marked increase in the three
determinations that it made between 1988 and 2011. In
six of these determinations, the Commissioner awarded
claimants compensation for non-economic loss.12 Just as
in the UK, the time is clearly ripe for recognising that
the consequences of breach of privacy can reach further
than economic loss. Importantly, however, neither the
Privacy Act nor case law creates a cause of action
enabling litigants to sue for an invasion of privacy. Quite
differently from the position in the UK — which the
court also highlighted in Vidal-Hall and which we will
discuss further below — Australian law does not yet
recognise any common law tort of invasion of privacy.

Given the court’s finding that there is “nothing in the
language of Art 23 [of the Directive] which indicates an
intention to restrict the right to compensation to [pecu-
niary loss]”,13 it is worth asking whether compensation
rights under the DPA are in marked contrast from those
granted by other EU member states. Interestingly, a
French, German or Spanish claimant would not gener-
ally rely on his or her local DPA when making a claim
for breach of privacy. In France, the right to privacy is
made implicit in the constitution and explicit in the Civil
Code, with current President Hollande threatening to sue
a French magazine in 2014 for breach of his constitu-
tional rights through the publication of details about an
alleged affair.14 Similarly, the German Civil Code expressly
authorises the recovery of money for pain and suffering
if injury to a claimant’s personality right (which can
include privacy) is deemed “substantial”.15 The Spanish
iteration of the DPA allows a claimant to claim for
damage to his or her rights — irrespective of whether
such damage is pecuniary — but a claimant would, in
practice, bring an action under a separate 1982 Law on
the Right to Honour, Personal and Family Privacy and
an Individual’s Own Image, or the Constitution itself.16

Accordingly, it is possible for claimants in these
countries to claim for non-pecuniary loss “but … not
because [the countries] have interpreted or applied the
DPA differently but because they have other legal rights
to protect privacy”.17 Following this, we must ask the
question: what else did we learn from Vidal-Hall about
the ability to claim for privacy-related non-pecuniary
loss under English law?
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The limits of tort law
A finding in Vidal-Hall which is not under appeal

relates to the newly-emerged tort of misuse of private

information. In order to serve the proceedings on Google

Inc — which is based outside of the jurisdiction — the

claimants were required to prove, among other things,

that the defendants’ collection of the browser-generated

information amounted to a tort for the purposes of the

rules governing service out of the jurisdiction. The most

obvious route available to the claimants was to prove

that the defendants’ activities amounted to a misuse of

private information.

The Court of Appeal in Vidal-Hall reviewed the

development of the twin actions of misuse of private

information and breach of confidence, and held — “as

an issue of classification or nomenclature”18 more than

anything else — that misuse of private information

constituted a tort for the purposes of the rules providing

for service of proceedings out of the jurisdiction.19 In

the view of the court:20

This does not create a new cause of action. In our view, it
simply gives the correct legal label to one that already
exists. We are conscious of the fact that there may be
broader implications from our conclusions, for example as
to remedies, limitation and vicarious liability, but these
were not the subject of submissions, and such points will
need to be considered as and when they arise …

Even though the court declined to consider this point,

questions around remedies are highly relevant to the

claim in Vidal-Hall. As discussed above, at no point

during the proceedings did the claimants make a claim

for pecuniary loss. However, a tortuous claim in both

Australia and the UK is only actionable if it gives rise to

a recognisable or “actual” form of loss, such as personal

injury, property damage, financial loss, or a recognised

psychiatric illness. It is difficult to predict how English

law — which now recognises the existence of the tort —

will handle this chasm, particularly in light of the

pending appeal on the DPA-related aspects of the

Vidal-Hall decision. It was not at issue in Campbell

v MGN Ltd,21 where Naomi Campbell sought damages

for breach of confidence alongside her claim for com-

pensation under the DPA — damages for distress are

available in successful claims for breach of confi-

dence.22 Equally, the question was not of interest in

Douglas v Hello! Ltd,23 where the claimants claimed for

tangible economic loss arising from the unauthorised

publication of their wedding photographs in a tabloid

magazine.

As Australian privacy professionals well know, a

common law tort for invasion of privacy has not yet

developed in Australia, despite the High Court leaving

the field open in Australian Broadcasting Corp v Lenah

Game Meats Pty Ltd.24 A 2014 Australian Law Reform

Commission (ALRC) report on the issue recommended

that “a tort for serious invasions of privacy should be

actionable per se, therefore allowing for the recovery of

damages for emotional distress”.25 For the ALRC, such

a development would better “affirm the fundamental

importance of certain constitutional interests”,26 such as

privacy. It will be interesting to see if, and how,

individuals who are now able to claim tortious damages

under UK law for breach of privacy will formulate their

claims.

What could this mean?
Claims for damages arising from breach of privacy

are, at present, still rare. The fact that the area is still

under development in both the UK and Australia means

that breaches of privacy are often cloaked under better

established and more lucrative causes of action. For

example, defamation can be and has been used to settle

similar grievances, notwithstanding its defects (includ-

ing that the defence of truth is irrelevant to the disclosure

of private information). Even though the Information

Commissioner’s Office investigated in 2008 the compi-

lation of a “blacklist” of individuals who were consid-

ered to pose a risk to employers within the construction

industry,27 the subjects of the blacklist initially chose to

bring their action under employment law (but see below

for further developments in the privacy sphere). The

result of Vidal-Hall makes it clear that no matter how it

is funnelled, there is scope for claimants who suffer

distress from a shared activity to bring a privacy claim.

Recent events such as the hacking (and subsequent

disclosure) of ashleymadison.com user accounts have

put this presumption into stark focus. As most readers

will know, users of the site in the US and Canada have

filed class actions against the website, citing a failure to

protect their personal information. This is not the only

relevant North American development. Following the

Vidal-Hall trend, Spokeo, Inc v Robins is currently

before the Supreme Court of the United States, who will

determine whether a plaintiff can sue in federal court for

violation of fair credit reporting legislation notwithstand-

ing that he has not suffered a concrete (read: financial)

injury. A win for the plaintiff would greatly expand

standing and open up companies to class action privacy

litigation where federal statutes provide “statutory”

rights to sue.

If the obstacle in establishing actual economic loss

was part of what prevented English individuals from

suing for privacy, Vidal-Hall will be immensely signifi-

cant. Just like Australian law, English law contemplates

the possibility of class actions and even facilitates their

development through representative actions and group

litigation orders, which can be made (respectively) by

one or more persons who have the “same interest in a
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claim”28 or where claims give rise to “common or

related issues of fact or law”.29 Generally speaking,

English claimants have been reluctant to take up either

option, perhaps because the UK regime requires a

claimant to actively “opt into” a case. This is quite

different from the American landscape, where an action

may be pursued on behalf of unnamed (and even

unidentified claimants) unless they specifically opt out

of it. Similarly, the default costs rule in both the UK and

Australia — ie that the losing party will pay the winning

party’s costs — is prohibitive and likely to deter nervous

claimants with small claims from pursuing well-

resourced Goliaths.

However, it is worth remembering that the general

rule does not apply to representative actions, where

members of the represented class are not joined to the

primary action and are therefore not automatically

subject to cost obligations made against the claimant.

Indeed, even in other proceedings more generally (includ-

ing group litigation orders), a court has the discretion to

depart from the general rule in relation to costs if it so

chooses.30 However, we must comment that in the vast

majority of English cases, the “loser pays” position will

apply which does discourage class actions.

It is becoming increasingly clear that individual

claims for widespread privacy breaches — which so

commonly arise from the same set of facts and involve

the same questions of law — are fertile grounds for

collective actions. By way of example, a group litigation

order recently filed in the UK31 and claiming, among

other things, breach of confidentiality and the DPA has

emerged from the same construction blacklist matter

mentioned above. The advent of the Europe-wide Gen-

eral Data Protection Regulation, which is expected to

come into force in early 2018 and which will apply

directly to the UK when it does, permits associations

acting in the public interest to bring actions on behalf of

individuals for breaches of that Regulation and also

anticipates compensation for individuals’ “immaterial”

damage (see above for the Court of Appeal’s interpreta-

tion of that term in Vidal-Hall).32 If individuals are

readily able to claim a small piece of the larger pie

offered by wide-scale data breaches or unlawful process-

ing activities, it is not difficult to see class actions as a

means of regulating data protection and privacy in the

future.
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2016: The year of privacy?
Andrew Sharpe and Ahrani Ranjitkumar MCCABES

Cyber attacks are designed to obtain unauthorised

access to an information system, often resulting in the

unauthorised release of that information. Such action is

a common example of a “data breach”1 by that “victim”

business.

Data breaches are costly to Australian businesses,

having resulted in $0.66 million in losses in 2010

(measured against customer turnover, reputational losses

and diminished goodwill).2 This figure increased to

$0.89 million in 2015.3 Globally, cyber attacks are

perceived by businesses to be the seventh greatest risk4

and are ranked as the second greatest risk for Sydney

and Melbourne.5

In reaction to the prevalence of cyber attacks in

Australia, the government has implemented various

systems, which we predict will see 2016 as a benchmark

year for the evolution of privacy law.

What is in store?
Our three top predictions for privacy law in 2016 are:

• Mandatory data breach notification laws will come

into existence and will meet the government’s

preliminary needs in respect of understanding the

types and nature of threats faced by its population.

• Policy decisions will be made in relation to the

form and detail of the information required to be

notified. It is likely that this will further develop

over time by way of amendments, regulations,

guidelines and/or industry codes with a view to

better capture industry/sector specific information.

• A new cause of action will come into existence,

allowing individuals to sue for damages stemming

from the breach of their right to privacy. This will

likely be modelled off similar developments in the

United States (US) and Canada whose courts have

developed the tort of “intrusion upon seclusion”. It

will see an increase of class actions in response to

a cyber attack.

Australia’s privacy landscape
While Australia has essentially mirrored the US in

respect of regulatory bodies and frameworks to work

under, it diverges from the US in respect of legislation in

response to data breaches and resulting privacy con-

cerns.

Australian Privacy Principles
Privacy law in Australia is governed by the Australian

Privacy Principles (APPs), a set of broad principles

governing the collection, management, use, security and

disclosure of personal information. These principles

have direct relevance and application to data breaches.

The APPs are augmented by a series of regulatory

Guides published by the Office of the Australian Infor-

mation Commissioner (OAIC). In 2008 the OAIC, in

recognition of the global trends relating to data breach

notification, published its guide entitled “Data breach

notification guide: A guide to handling personal infor-

mation security breaches” (OAIC Data Breach Guide)

which was most recently updated in August 2014.6

The metadata retention scheme

In October 2015, a new metadata retention scheme

was introduced by way of amendments to the Telecom-

munications (Interception and Access) Act 1979 (Cth)

(the TIAA). For the purpose of combating terrorism,

espionage and cyber attacks, the scheme requires tele-

communication carriers and internet service providers to

retain (for 2 years) metadata that outlines details of

communications, such as account holder details, sources

from which the communication comes from, duration,

location and type of communication. Contents of com-

munications need not be retained. In order to protect the

privacy of individuals, s 187BA of the TIAA requires

stored metadata to be encrypted and protected against

unauthorised interference or access.

Serious data breach notifications

On 4 December 2015, the government released for

consultation its Discussion Paper and Exposure Draft

relating to the Privacy Amendment (Notification of

Serious Data Breaches) Bill 2015 (Serious Data Breach

Bill). The Serious Data Breach Bill imposes an obliga-

tion on entities governed by it (being those currently

bound to the Privacy Act 1988 (Cth) (Privacy Act)

including most government agencies and businesses

with a turnover of over $3 million) to report “serious

data breaches” that involves personal customer informa-

tion in their control.

Under the Serious Data Breach Bill, a “serious data

breach” occurs if certain personal information held by

the entity is subject to unauthorised access or disclosure
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or alternatively lost, and disclosure of such information

would put an individual at “real risk of serious harm”.

What exactly amounts to “real risk” is subjective (in that

it is not a risk that is remote) and takes into consider-

ation, among other things, the sensitivity of the dis-

closed information, any security measures attaching to

that information and the type of security measures in

place (for example if the information was encrypted).

“Harm” includes physical, psychological, emotional,

reputational, economic and financial harm.

The Serious Data Breach Bill requires entities to

notify the Australian Information Commissioner (Com-

missioner) and affected customers “as soon as practi-

cable” if there are reasonable grounds to believe (or a

person ought to have believed) a serious data breach has

occurred. This will likely raise concerns as to whether

the data has been sufficiently cleansed of content in

accordance with the TIAA, prior to handing it over to

the Commissioner if required.

Specifically, the notification to the Commissioner

must include:

• a description of the serious data breach;

• the kind(s) of information concerned; and

• recommendations about the steps that customers

should take in response to the data breach.

Any failure to comply with the Serious Data Breach

Bill would fall within the existing civil penalties frame-

work of the Privacy Act and could result in the Com-

missioner applying to the Federal Court to impose such

penalties.

The US’s position

In comparison, the US has introduced draft federal

legislation namely, the Personal Data Notification &

Protection Act (US Bill), which seeks to replace existing

state-based laws. If passed, the US Bill will apply to a

niche of businesses that handle “sensitive personally

identifiable information” (as defined) for more than

10,000 persons per year.

The US Bill provides that if a business experiences a

“security breach”, it must notify individuals affected by

the breach within 30 days unless:

• there is no reasonable risk of harm or fraud; or

• the information is adequately encrypted.

The US Bill has a narrower scope than its Australian

counterpart in that it applies to a certain group of

businesses that meets its threshold (notably excluding

government agencies), and is more discretionary as it

allows businesses to subjectively consider whether they

believe that breach ought to be notified to the affected

individual(s), creating a lower notification threshold.

The US Bill, which has been sitting with the Constitu-

tion and Civil Justice subcommittee since April 2015,

does not call for intervention by a government body/

representative.

Beyond the Serious Data Breach Bill
The Serious Data Breach Bill, together with the

APPs, provides a solid foundation for the development

of a dynamic data breach notification system. Once the

Serious Data Breach Bill takes effect, there will be a

need to tailor its operation, and inter-related APPs

compliance, to the circumstances of key industries/

sectors.

The following issues/trends are likely to emerge.

• Industries should be encouraged to use the frame-

work established by Pt IIIB of the Privacy Act to

self-regulate their compliance requirements under

the Serious Data Breach Bill. There is no “one-

size-fits-all” approach to information sharing. Infor-

mation sharing should be informed by a cost-

benefit analysis that takes into account industries

and risk profiles.7 When considering risk profiles,

attention should be given to certain businesses/

sectors and the importance of extracting informa-

tion from them. For example, organisations that

have nation-state involvement and are the target of

state-sponsored data breaches will likely need

closer sharing of information.8 The same applies

for businesses that own and operate critical infra-

structure.

• There is need for private-to-private or peer-to-peer

industry sharing with minimal government inter-

vention. These methods can promote voluntary

information sharing and alleviate privacy concerns

that information provided to the government could

be used for regulatory actions or as a “backdoor”

for law-enforcement.9

• Some guidance is required as to the Commission-

er’s application of the “as soon as practicable” test

in respect of mandatory notification of serious data

breaches. The OAIC Data Breach Guide10 sug-

gests that:

— notification to the Commissioner may need to

occur at an early stage following initial con-

tainment steps and preliminary assessment (at

least where it is clear at that stage that the

breach meets the “serious data breach” thresh-

old); and that

— notification of affected customers may, in some

circumstances of immediate concern, need to

be made at that stage. Otherwise such notifica-

tions may be made following a more detailed

evaluation of the breach.
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• There should be an express requirement that

entities take reasonable efforts to eliminate per-

sonal information irrelevant to the data breach in

accordance with the TIAA. This could be incentivised

by providing indemnities from penalties under the

Privacy Act to companies that take appropriate

measures.

• Information sharing should be bi-directional (not

symmetrical) and demonstrate value by, say, pro-

viding incentives for accurate and timely partici-

pation or alternatively, an annual breakdown of the

data collated. The Serious Data Breach Bill cur-

rently does not provide any incentives.

A new cause of action?
The Commissioner has the power to investigate a

breach of privacy complaint put forward by an indi-

vidual. However, the Commissioner’s powers are lim-

ited to making determinations and enforcing civil penalties.

While the APPs endeavour to protect the interests of

Australian residents, it has limited application; applying

only to “APP entities”.

While the equitable action for breach of confidence

provides a potential avenue of recourse to protect

individuals from the unauthorised disclosure of confi-

dential information, there is still some uncertainty in

Australia as to its sufficiency to address all breach

scenarios and the form and extent of remedy available.

The Australian Law Reform Commission in its report

regarding the Serious Invasions of Privacy in the Digital

Era11 (ALRC Report) concluded that there was a strong

argument for addressing the uncertainty around the

existing laws protecting individuals from serious incur-

sions upon their privacy.

In particular, it noted that the current laws providing

for affected individuals to obtain monetary compensa-

tion, including in respect of emotional distress, were not

fully developed. The ALRC Report recommended that

Australia introduce new torts of:

• misuse of personal information; and

• intrusion upon seclusion.

It proposes various thresholds to establish the breach

of privacy as well as possible defences to such breaches.

Tort of “intrusion upon seclusion”
In Canada, the courts have used the incremental

development of the common law to recognise the tort of

“intrusion upon seclusion”. This is a privacy tort con-

cerning an intrusion by a person into the private affairs/

concerns of another person that would be offensive to a

reasonable person.

The tort was first recognised by the Ontario Court of

Appeal in 2012 in the judgment in Jones v Tsige.12 The

court held that the relevant Ontario privacy legislation,13

which did not apply to breach of privacy laws by

individuals during the course of non-commercial activi-

ties, was not exhaustive and that the plaintiff was

entitled to assert a common law claim for the tort of

“intrusion upon seclusion”.

The Canadian tort appears to resemble the US tort of

the same name which has been expressly cited in US

cases and is defined as:14

One who intentionally intrudes, physically or otherwise,
upon the solitude or seclusion of another or his private
affairs or concerns, is subject to liability to the other for
invasion of his privacy, if the intrusion would be highly
offensive to a reasonable person.

Condon v Canada,15 a class-action currently before

the Canadian courts, is likely to shed further light upon

the operation of the tort of “intrusion upon seclusion”

and, perhaps, provide a blueprint for the development of

the common law in other countries such as Australia.

Given the lack of clarity in current Australian laws as

to the extent to which individuals have an available

cause of action which would permit them to obtain

monetary compensation (including in respect of emo-

tional distress), there is a risk that Australian rights may

be falling dangerously behind those available in other

jurisdictions.

The introduction of a tort of “intrusion upon seclu-

sion” is one recommendation which has been made in

the ALRC Report to address this deficiency. The other

alternative is to allow the further judicial development

of the common law to recognise such torts.16
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Aggravated damages for privacy breaches
Justin Davidson AUSTRALIAN GOVERNMENT SOLICITOR

A recent privacy determination — ‘HW’and Freelancer

International Pty Ltd1 (Freelancer) — has given prac-

tical guidance on the circumstances which may justify

an award for aggravated damages for an interference

with privacy. This article explores general principles of

compensation in privacy determinations by the Informa-

tion Commissioner under s 52 of the Privacy Act 1988

(Cth) (Privacy Act) with particular focus on when

aggravated damages may be awarded.

The key takeaway for practitioners is that an award of

aggravated damages will be the exception rather than the

rule. However, the Commissioner is prepared to award

aggravated damages where the entity has demonstrated a

substantial disregard for the privacy of the individual

concerned — particularly where the entity has been put

on notice that its conduct may be an interference with

that individual’s privacy.

Setting the scene
The Privacy Act regulates the handling of personal

information by most Commonwealth government agen-

cies and many private sector businesses.2 Those entities

must abide by a set of Australian Privacy Principles

(APPs) in Sch 1 to the Act. The APPs cover virtually all

aspects of handling personal information, including

collection, storage, use, disclosure, access, amendment

and destruction.

If a regulated entity (known as an APP entity)

breaches an APP, this is an “interference with privacy”.3

Individuals affected by an interference with their privacy

can complain to the APP entity and, if not satisfied by

the response, to the Information Commissioner.4 The

Commissioner has the power to investigate interferences

with privacy and determine whether an APP has been

breached.5 The Commissioner can award remedies for

interferences with privacy, including compensation of

loss or damage suffered by reason of the interference

with privacy.6

Starting point
The seminal decision of Rummery and Federal Pri-

vacy Commissioner7 (Rummery) set out a number of

guiding principles on compensating interferences with

privacy, which the Commissioner has returned to on

numerous occasions. Those principles are:8

(a) where a complaint is substantiated and loss or
damage is suffered, the legislation contemplates
some form of redress in the ordinary course;

(b) awards should be restrained but not minimal;
(c) in measuring compensation the principles of dam-

ages applied in tort law will assist, although the
ultimate guide is the words of the statute;

(d) in an appropriate case, aggravated damages may be
awarded;

(e) compensation should be assessed having regard to
the complainant’s reaction [(including injury to feel-
ings, distress and humiliation)] and not to the per-
ceived reaction of the majority of the community or
of a reasonable person in similar circumstances.

Once loss is established, there must be good reason

not to award compensation for that loss.

For the purposes of this article, para (d) is especially

noteworthy. The Rummery decision relevantly elabo-

rated the point as follows:9

It is fundamental that an award of a larger amount of
damages by way of aggravated damages serves to compen-
sate the victim for damage occasioned by the defendant’s
conduct where an element of aggravation is involved in that
conduct, and not to punish the defendant …

In Rummery, the Tribunal awarded $8000 for non-

economic loss flowing from the hurt and humiliation the

complainant suffered when his (then) employer dis-

closed personal information about him to the Ombuds-

man in the course of an investigation of the complainant’s

public interest disclosure. The Tribunal declined to

award aggravated damages, notwithstanding its fairly

strong criticism of the conduct of the agency involved:10

It is our opinion also that this was a serious breach. We
have had regard to this in assessing the significance of
Mr Rummery’s evidence as to the injury to his feelings and
humiliation. It assists us in assessing the depth of his
feelings. It is quite inappropriate for a senior officer of a law
department to seek to answer a complaint made under
specific provisions in Commonwealth legislation by a
private telephone conversation not disclosed by the officer
to the complainant, the substance of which answer is to
concentrate on the character and conduct of the complain-
ant apart from the subject matter of the complaint and not
to concentrate on addressing the complaint and its content.
This is playing the man and not the ball. It is as unfair in
public administration as it is in sport.

The Tribunal preferred, instead, to make a global

award that did not identify a particular component of

aggravated damages.
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The development of relevant principles
An award of aggravated damages continued to prove

elusive in the years that followed the Rummery decision.

However the Commissioner developed the principles

which were relevant to the consideration of such a claim

in a series of determinations dealing with compensation

more generally.

The principles, as developed, were neatly encapsu-

lated in the 2014 determination in BO and Aerocare Pty

Ltd11 (BO). In this case, a passenger on a Virgin

Australia flight was questioned at a passenger gate by an

Aerocare employee. At the time Aerocare provided

passenger services under an arrangement with Virgin

Australia. The questions were about sensitive medical

details, and the questioning occurred in the public part of

the terminal in earshot of other passengers. The com-

plainant alleged his privacy was interfered with, and the

Commissioner agreed.

For non-economic loss the Commissioner awarded

$8500. In reaching that award the Commissioner had

regard to previous decisions, including Rummery, and

said:12

I consider the present case of non-economic loss to the
complainant to be, at a minimum, as serious as the
previously mentioned cases. In this instance, I consider the
complainant’s vulnerability as a person with a disability,
the highly sensitive nature of the medical information that
was collected and disclosed, and the responsibility of
AeroCare, as an organisation, to have a sound understand-
ing of its privacy obligations, are factors for me to consider
in deciding the quantum of damages to award.

The Commissioner then turned to the question of

aggravated damages. He described the relevant test as

follows:13

The power to award damages in s 52 of the Privacy Act
includes the power to award aggravated damages in addi-
tion to general damages. I am guided by the following
principles:

a. aggravated damages may be awarded where the
respondent behaved ‘high-handedly, maliciously, insult-
ingly or oppressively in committing the act of
discrimination’

b. the ‘manner in which a defendant conducts his or her
case may exacerbate the hurt and injury suffered by
the plaintiff so as to warrant the award of additional
compensation in the form of aggravated damages.’

When it came to applying these principles to the facts

in this case, the Commissioner said:14

I note that AeroCare has maintained throughout this inves-
tigation that it has not breached the complainant’s privacy
and, has on a number of occasions, appeared to place the
responsibility for the circumstances that led to the com-
plaint on the complainant.
The applicant has claimed that the manner in which
AeroCare have responded to his complaint has exacerbated
the intense and deep hurt he feels about the disclosure of his
personal information.

However, I do not consider AeroCare’s conduct to be
high-handed, malicious, insulting or oppressive, and so do
not think the threshold has been met for aggravated
damages.

The BO decision is therefore interesting on two

levels. First, for its articulation of the circumstances in

which the Commissioner might consider awarding aggra-

vated damages. Second, for its factual matrix, which

give some indication of where the benchmark might be

set. Even in a case where a vulnerable person’s medical

information was disclosed in a public space and the

disclosing entity was apparently unrepentant during the

Commissioner’s investigation, aggravated damages were

not awarded.

Aggravated damages awarded — the
Freelancer decision

The Freelancer.com website is an online marketplace

linking people seeking to outsource projects with those

with skills to offer. The complainant in this case, HW,

was an account holder with Freelancer who advertised

his services on the Freelancer.com website.

HW became dissatisfied with his experience of the

Freelancer service. That dissatisfaction became the sub-

ject of a wide ranging commentary on various internet

and social media platforms, including his own personal

blog, third party blogs, articles and on Wikipedia. The

latter involved HW making a range of edits to the

Wikipedia entry for “Freelancer.com” and Freelancer

administrators reverting those edits on the grounds that

they comprised “vandalism”. Freelancer identified HW

by name in its edit notes on Freelancer.com’s Wikipedia

page, which was contrary to Wikipedia’s harassment

policy at the time.15

Freelancer also responded to HW’s other published

commentary with various rebuttals. At least one of those

rebuttals on a third party blog site referred to HW’s

“racist comments” on his own blog.16

In a lengthy and complex decision the Commissioner

traced the various acts of Freelancer, and ultimately

concluded that it breached HW’s privacy in:

• failing to properly notify the complainant of the

purposes for which it collected IP address infor-

mation of users (in breach of National Privacy

Principle 1.3);17 and

• disclosing his personal information on the Wikipedia

edits page in two instances and on a third party

blog in one instance (in breach of National Privacy

Principle 2.1).18

Turning to compensation, the Commissioner awarded

$15,000 for non-economic loss. The Commissioner

found a causal link between the interferences with

privacy and a “deterioration in emotional health” of
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which HW complained. The Commissioner had regard

to the nature of the disclosures, which were “negative

and hurtful”; the fact that they were made to a poten-

tially limitless public audience; and that they were made

on repeated occasions over a prolonged period.

On the question of aggravated damages, the Commis-

sioner observed:19

… in my view this is a case in which compensation in the
nature of aggravated damages is appropriate. The manner in
which Freelancer carried out its improper conduct (rather
than the conduct itself) enlivens an entitlement to such
damages.
Freelancer’s conduct in improperly disclosing the complain-
ant’s personal information was in my view aggravated by
its apparent disregard for the complainant’s privacy and its
own privacy obligations. Freelancer continued to publish
the complainant’s information online despite being made
aware by the complainant that such action breached privacy
legislation and was contrary to Freelancer’s own privacy
policy.
From the complainant’s own evidence, it is clear that the
manner in which Freelancer conducted itself highlighted
Freelancer’s apparent contempt of, or at best, indifference
to, the complainant’s complaints about its interference with
his privacy. I am of the view that this conduct could be
described as malicious, oppressive and/or high-handed,
falling within the scope of the Macquarie Dictionary
definitions of those terms.
Though it is difficult to tease out the distinct effect upon the
complainant of the manner in which Freelancer undertook
its improper conduct, on his own evidence, I find that the
way in which Freelancer disclosed his personal information
exacerbated the complainant’s frustration, anger, humilia-
tion and emotional distress.

Having regard to awards for aggravated damages in

discrimination cases (recall that Rummery drew inspira-

tion from the same source) the Commissioner awarded

$5000 aggravated damages, bringing the total award to

$20,000.

The Freelancer decision is currently on appeal to the

Administrative Appeals Tribunal.

Concluding comment
The Freelancer decision gives the clearest indication

yet of circumstances in which aggravated damages may

be awarded. It may be that the passage of time has

overcome early tentativeness in awarding aggravated

damages; — indeed, later decisions in other jurisdictions

have suggested that the facts in Rummery may have

justified such an award.20 Entities which deal with

personal information with apparent indifference to the

privacy rights of individuals concerned certainly expose

themselves to the risk of aggravated damages, especially

if that indifference persists after the privacy breach is

brought to their attention.

Justin Davidson

Senior Executive Lawyer

Australian Government Solicitor

justin.davidson@ags.gov.au

Footnotes
1. ‘HW’ and Freelancer International Pty Ltd [2015] AICmr 86.
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Mandatory reporting for serious data breaches
Sharon Segal CLAYTON UTZ

Takeaway points

• Today there is no specific obligation on entities

regulated by the Privacy Act 1988 (Cth) (Privacy

Act) to notify the Office of the Australian Infor-

mation Commissioner or anyone else if they have

a data breach.

• The Federal Government has issued draft legisla-

tion which proposes amendments to the Privacy

Act which, if passed, will implement a mandatory

data breach notification scheme for entities regu-

lated by the Privacy Act.

• The Federal Government is consulting with indus-

try and other stakeholders about its draft legisla-

tion before it introduces a mandatory data breach

bill into Parliament.

• Entities regulated by the Privacy Act should be

starting to consider how they will incorporate

mandatory data breach reporting as part of their

existing data breach response plans.

Introduction
On 3 December 2015, the Federal Government released

an exposure draft of the Privacy Amendment (Notifica-

tion of Serious Data Breaches) Bill 2015 (Data Breach

Bill) to implement a mandatory data breach notification

scheme in Australia. If passed, the Data Breach Bill will

amend the Privacy Act to require entities bound by the

Privacy Act to report serious data breaches to the Office

of the Australian Information Commissioner (OAIC)

and affected individuals.

The Federal Government is consulting with industry

and other stakeholders before it finalises the Data

Breach Bill for introduction to Parliament. It invited

public comment on the exposure draft, and submissions

were due by 4 March 2016.

Background
Data breach notification laws have been on the

agenda for some time, with the Australian Law Reform

Commission’s (ALRC) 2008 report1 on the effectiveness

of Australia’s privacy laws recommending that the

Privacy Act be amended to include a notification obli-

gation for data breaches which could give rise to a real

risk of serious harm. Data breach notification laws are

based on the recognition that individuals need to know

when their personal information has been compromised

in order for them to take steps to mitigate potential

adverse consequences, such as identity fraud and finan-

cial loss. Examples of such steps include contacting

financial institutions and changing passwords.

In 2012, the then Federal Government released a

discussion paper seeking views on whether a mandatory

data breach notification law should be introduced in

Australia. A mandatory data breach notification bill was

introduced into Parliament in May 2013 based on the

ALRC recommendation,2 but the proposed legislation

lapsed due to the September 2013 election.

In March 2015, the Federal Government again com-

mitted to introduce mandatory data breach notification

laws, and to consult with the public on draft legislation,

as part of its new data retention scheme.

The position today
At present there is no specific requirement in the

Privacy Act to notify the OAIC or anyone else if there

has been a data breach. Entities regulated by the Privacy

Act are required under Australian Privacy Principle 11.1

to take reasonable steps to protect the data they hold

from misuse, interference and loss, and from unauthorised

access, modification or disclosure. While these “reason-

able steps” may include reporting a data breach to the

OAIC and affected individuals so that steps can be taken

to mitigate the harm caused by the breach, data breach

notification is not mandated.

The OAIC currently administers a voluntary data

breach notification scheme and has published guidelines

on how entities regulated by the Privacy Act should

manage data breaches.3 However, the OAIC does not

have specific powers to deal with data breaches or any

failure by an entity to report a data breach.

Structure of the Data Breach Bill
The Data Breach Bill would amend the Privacy Act to

insert a new Part IIIC, which would explain when and

how data breaches must be notified.
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What breaches would need to be notified?
Notification would be required following a “serious

data breach” involving the following kinds of informa-

tion that an entity holds about individuals:

• personal information;

• credit reporting information;

• credit eligibility information; or

• tax file numbers.

A serious data breach would occur where:

• there has been an unauthorised access to or unauthorised

disclosure of such information, or where the

information is lost in circumstances that are likely

to give rise to unauthorised access or disclosure;

and

• there is a “real risk of serious harm” to the relevant

individual as a result of such unauthorised access

or disclosure.

“Harm” is broadly defined to include physical, psy-

chological, emotional and financial harm, as well as

harm to reputation (s 26WF). The risk of harm must be

“real”, which means a risk that is not a remote risk

(s 26WG).

The threshold of “real risk of serious harm” is based

on the standard recommended by the ALRC and the

guidelines published by the OAIC. The Data Breach Bill

identifies several matters that entities could have regard

to in deciding if a real risk of serious harm exists, such

as the kind of information concerned, the sensitivity of

that information and the nature of the potential harm to

affected individuals. It is also expected that the OAIC

would issue guidance to help entities with the assess-

ment.

In addition, the Data Breach Bill provides for regu-

lations to specify particular situations that may also be

serious data breaches even if they do not meet the “real

risk of serious harm” test.

What would be needed to be notified and
to whom?

Entities affected by a serious data breach would be

required to notify the Commissioner and each of the

affected individuals.

The notification must include (s 26WC(3)):

• the entity’s identity and contact details;

• a description of the serious data breach;

• the kind of information concerned; and

• recommendations about the steps that the indi-

vidual should take in response to the serious data

breach.

When notifying affected individuals, an entity would

be permitted to use the method of communication (if

any) that it normally uses to communicate with the

individual. If it is impracticable to notify each affected

individual, the entity would not be required to notify

each individual directly, but rather to provide the infor-

mation on its website and take reasonable steps to

publicise the information.

When would a notification need to be made?
Entities would need to give the required notification

“as soon as practicable” after they become aware, or

ought reasonably to have become aware, that there are

reasonable grounds for believing that a serious data

breach has occurred (s 26WC(1)).

The term “as soon as practicable”, in this context, is

defined to include time to conduct a reasonable assess-

ment of whether there are reasonable grounds to believe

that the relevant circumstances amount to a serious data

breach, provided that such assessment is carried out

within 30 days (s 26WC(2)). While this means entities

would effectively have a maximum period of 30 days to

carry out investigations and make a notification, the 30

day period should be regarded as a maximum period

only and not the timing generally allowed for making

notifications.

There would be no obligation to notify the OAIC or

affected individuals if the assessment of the relevant

circumstances reveals that the entity does not have

reasonable grounds to believe that a serious data breach

has occurred.

In addition to the general notification obligation, if

the OAIC believed that there had been a serious data

breach and no notification had been given by the entity

that suffered the breach, the Commissioner would have

the power to issue a direction requiring the entity to

notify affected individuals of the breach (s 26WD). Such

direction would need to be complied with as soon as

practicable.

Information disclosed to overseas recipients
Entities which disclose personal information to over-

seas recipients are generally required, under Australian

Privacy Principle 8, to take reasonable steps to ensure

that the overseas recipient does not breach the Australian

Privacy Principles. Under the Data Breach Bill, the data

breach notification obligations would apply to entities

which disclose personal information to an overseas

recipient as if the information was still held by the

disclosing (Australian) entity (s 26WB(5)). This means

that entities will need to take steps to make sure that they
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are notified of any data breaches which affect their

overseas recipients, for example by including data breach

notification obligations in their contracts with the over-

seas recipients.

Exceptions
The Data Breach Bill establishes certain exceptions

to the data breach notification obligations, including the

ability for entities to apply to the Commissioner for an

exemption if they believe that notification of a serious

data breach would be contrary to the public interest. The

obligation to notify would be suspended while the

Commissioner considers the application for exemption.

Consequences for non-compliance
Failure to comply with the notification obligations

would be taken to be an interference with the privacy of

an individual and fall within the Commissioner’s exist-

ing powers to investigate, make determinations and

provide remedies for non-compliance. This includes

seeking civil penalties in the Federal Court (currently up

to $1.8 million) in the case of serious or repeated

non-compliance.

Commencement
The Data Breach Bill would commence 12 months

after it receives Royal Assent unless another date is fixed

by proclamation.

What can your clients do now?
While its final form is not certain, it seems inevitable

that the Data Breach Bill will be passed.

Entities regulated by the Privacy Act should therefore

be starting to consider how their businesses will be

impacted by the proposed mandatory data breach noti-

fication laws, and how they can incorporate data breach

reporting as part of their existing data breach responses

plans.

Sharon Segal

Special Counsel

Clayton Utz

ssegal@claytonutz.com

www.claytonutz.com

Footnotes
1. Australian Law Reform Commission, For Your Information:

Australian Privacy Law and Practice ALRC Report 108, (May

2008).

2. Privacy Amendment (Privacy Alerts) Bill 2013 (Cth).

3. Office of the Australian Information Commissioner, Data

breach notification guide: A guide to handling personal infor-

mation security breaches (August 2014) available online at

www.oaic.gov.au.
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Big data and the Internet of Things — an
ethical form for privacy? (Part II)
Sarah A Hinchliffe BARRISTER & SOLICITOR

The increasing prevalence of big data has raised

issues concerning the extent to which personally identi-

fiable information (PII) is de-identifiable, and whether

present regulatory regimes guard the privacy of indi-

viduals sufficiently. This article provides practitioners

with a practical insight into whether information can

ever truly be de-identified, managing future consent, and

how to remedy gaps in current legal regimes.

Takeaway points

• There are still a number of gaps in the present

legal regimes when it comes to managing big data

and balancing interests of a business with the

privacy of individuals.

• In addition to legislation governing privacy and

accessibility to information, business clients should

opt to be more transparent about their use of big

data.

Big data has traditionally been used to gather infor-

mation in a de-identified form about entities. This use

has now transformed thanks to analytical software and

complex algorithms, to identify patterns and interests of

identifiable individuals. The aggregation of large amounts

of data and sources (each of which may be de-identified

individual) raises privacy concerns since there is a high

likelihood of re-identification of individuals concerned.

To what extent, then, does the Privacy Act 1988 (Cth)

(Privacy Act) impose sufficient restrictions on the use of

such personal information on the information that is

re-identified?

Mandatory notice and consent(s) required?
Where big data held by a business includes person-

ally identifiable information (including information rea-

sonably capable of being re-identified), s 80Q(2) of the

Privacy Act mandates that those relevant individuals

from whom the information was collected be provided

with notice.

80Q Disclosure of information — offence
(1) A person (the first person) commits an offence if:

(a) personal information that relates to an
individual is disclosed to the first person
because of the operation of this Part; and

(b) the first person subsequently discloses the
personal information; and

(c) the first person is not a responsible person
for the individual.

Penalty: 60 penalty units or imprisonment for
1 year, or both

(2) Subsection (1) does not apply to the following
disclosures:

(a) if the first person is an APP entity — a
disclosure permitted under an Australian
Privacy Principle or a registered APP code
that binds the person;

(c) a disclosure permitted under section 80P;
(d) a disclosure made with the consent of

the individual to whom the personal
information relates;

(e) a disclosure to the individual to whom
the personal information relates; [Empha sis
added.]

…

This notice would include the purpose of collection,

use and the types of entities to which it is likely to be

disclosed at or before the time of collection of such

information. This might happen, for example, through a

business’ privacy policy and processes (eg clicking a

button in order to proceed, or checking a box on a

website) at the time the personal information is first

collected by the business.

Where information to be collected is sensitive infor-

mation (eg health records, criminal convictions, race,

gender or the like) or if PII is to be used for a purpose

other than the primary purpose for which it was col-

lected, then prior consent of the individual will be

required under s 80Q(2)(d) of the Privacy Act.

Future use of information
Complexities arise for clients that are unable to

predict the future use of PII. Where business does

anticipate certain future uses of PII, it may need to notify

customers of (or require their consent to) either very

complex or vague statements in their privacy policies in

an attempt to comply with the obligations under the

Privacy Act.

But, a business (even if it has collected all the

relevant data itself) may be unaware of the full extent of

the potential uses it may have for such PII as part of any
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future big data analysis. The significant volume of

non-identified information collected legitimately with-

out notice to and, sometimes, without the knowledge of

the individual (eg via dynamic IP addresses, websites

cookies, mobile phone location, and so on) may itself

become PII when used as part of big data. By way of

example, this might include where it is combined with

other data and analysed in such a way that results in its

identification of or connection to a specific individual.

Ethics and the law
From an ethical standpoint, business clients should

opt to be more transparent about their use of big data.

This would facilitate favourable customer sentiment and

may decrease the risk of a complaint to and investigation

(or regulation) by the Commissioner. Yet, certain aspects

of legal regimes inhibit this objective.

SPAM Act
Under s 16 of the SPAM Act 2003 (Cth), businesses

cannot send unsolicited electronic marketing communi-

cations (eg emails, SMS and MMS) to individuals

without that individual’s prior consent. This is even if

analysis of the big data can predict that the individual

wants such marketing.

Unsolicited commercial electronic messages must not be
sent

(1) A person must not send, or cause to be sent, a
commercial electronic message that:

(a) has an Australian link; and
(b) is not a designated commercial electronic

message.
Note 1: For Australian link, see s 7.
Note 2: For designated commercial electronic mes-
sage, see Schedule 1.

(2) Subsection (1) does not apply if the relevant elec-
tronic account-holder consented to the sending of the
message.
Note: For the meaning of consent, see Schedule 2.

If the big data includes personal information — and

it usually does in most big data circumstances — a

business is not able to use that personal information to

send non-electronic (ie traditional hard copy) marketing

if the recipients would not reasonably expect to receive

such marketing communications.

Where consent is required to use big data for mar-

keting initiatives (eg tailored advertisements on Facebook),

business is faced with the same consent issues discussed

above.

Australian Privacy Principles

The new Australian Privacy Principles (APPs) specify

rules regarding how agencies (both in private and public

sectors) can collect, use, and disclose personal informa-

tion.

APP 3 (collection of solicited personal information)

states:

Personal information other than sensitive information

3.1 If an APP entity is an agency, the entity must not

collect personal information (other than sensitive

information) unless the information is reasonably

necessary for, or directly related to, one or more of
the entity’s functions or activities. [Emphasis added.]

3.2 If an APP entity is an organisation, the entity must
not collect personal information (other than sensitive
information) unless the information is reasonably
necessary for one or more of the entity’s functions or
activities.1

“Reasonable necessity” (on a broad construct) could

include marketing, if this is a function of a business.

Practitioners should be mindful not to expand the scope

of this meaning for a client to conflict with other

legislative regimes, such as the SPAM Act. Clients

should be aware of the requirements under APP 2.1

(anonymity and pseudonymity), which states that: “Indi-

viduals must have the option of not identifying them-

selves, or of using a pseudonym, when dealing with an

APP entity in relation to a particular matter.”2

The Principles do, however, require a higher standard

of protection to be afforded to “sensitive information”.3

APP r 3.3 states that:

An APP entity must not collect sensitive information about
an individual unless:

a. the individual consents to the collection of the
information and:

i. if the entity is an agency — the information is
reasonably necessary for, or directly related
to, one or more of the entity’s functions or
activities; or

ii. if the entity is an organisation — the informa-
tion is reasonably necessary for one or more
of the entity’s functions or activities.

The main changes to the Privacy Act result from the

replacement of the current Information Privacy Prin-

ciples (IPPs) with the APPs. The APPs align more

closely with the current National Privacy Principles,

which apply to the private sector, than the IPPs.

While the APPs set out requirements for agencies to

develop detailed privacy policies and make them clear

and easily accessible, these principles do not yet, how-

ever, specifically address the big data technology/

regulation gap (for example, where there is a new big

data purpose of previously collected PII). The present

resolution is both impractical and expensive, as it would

require business to go back to individuals at a future date

to re-notify and/or re-consent for the new big data

purpose(s) or for the new PII collected (ie when de-identified

information is re-identified). Alternatively, should infor-

mation remain “locked-up”?
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Consumer Protection Act

The publication of defamatory matter may well be a

conduct that is misleading and deceptive or is likely to

mislead or deceive.4 Such conduct may contravene

Sch 2 of the Competition and Consumer Act 2010 (Cth)

or the Fair Trading Acts of each state and territory with

respect to trade practices. A corporate entity, for example,

may be able to sue under those federal or state Acts in

relation to the publication of defamatory matter about

it.5 This cause of action is not available to a corporation

which is engaged in a business of providing information,

such as media outlets.6

Viewed narrowly, businesses utilising big data could

be classified as “information providers” and therefore

exempt from the application of this section.7

Innocent dissemination

Even if a business was not classified as an informa-

tion provider, it may rely on the statutory defence of

innocent dissemination.8 The defence is available if a

defendant can prove that they were not aware that the

publication was defamatory, that this ignorance was not

due to their own negligence and that there were no

grounds for supposing that the publication was defama-

tory.9 For example, if there was an unknown hack of an

individual’s private information that was later misused.

Defamation

The Uniform Defamation Laws seek to clarify the

position of a defendant who provides internet and other

electronic and communication services.10 In Thompson

v Australian Capital Television Pty Ltd, the High Court

supported a finding that the innocent dissemination

defence was not available to the broadcaster Channel 7,

who was found as having the ability to control and

supervise the making of an offending television broad-

cast program, therefore not a subordinate distributor.

The Uniform Defamation Laws apply to defamatory

material published on or after 1 January 2006 and

provide that a corporation has no cause of action for

defamation unless at the time of the publication of

defamatory matter, the corporation is either a non-profit

organisation or, has fewer than 10 employees and is not

related to another corporation, and the corporation is not

a public body.11 It would appear that individuals who

have been defamed as a result of the misuse of their

private information could avail themselves a cause of

action.

However, the Uniform Defamation Laws now make

it clear that the defendants (such as broadcasters of live

programs and internet services providers who provide

email services) may be treated as subordinate distribu-

tors of any defamatory materials and may rely on the

innocent dissemination defence in an action for defama-

tion, unless it can be shown that the defendants were the

author or originator of the defamatory matter or had the

capacity to exercise editorial control over such matter.

Practical considerations for clients
There are still a number of gaps in the present legal

regimes when it comes to managing big data, and

balancing the interests of a business with the privacy of

individuals. Outlined below are some practical consid-

eration for practitioners and IP lawyers to take into

account when advising clients.

Should information collection be minimised?

Minimising information collection is a good sugges-

tion in theory, but not a practical approach to privacy in

the age of big data. Principles of privacy and data

protection must be balanced against additional societal

values such as public health, national security and law

enforcement, environmental protection, and economic

efficiency. Where the benefits of prospective data use

clearly outweigh privacy risks, the legitimacy of pro-

cessing should be assumed even if individuals decline to

consent.

Web analytics (the measurement, collection, analysis,

and reporting of internet data for purposes of understand-

ing and optimising web usage) — for example creates

rich value by ensuring that products and services can be

improved to better serve consumers. Privacy risks are

minimal, since analytics, if properly implemented, deals

with statistical data, typically in de-identified form. Yet

requiring online users to opt into analytics would no

doubt severely curtail its application and use.

Consent

Privacy policies seem a safe option for businesses,

but such policies often serve more as liability disclaim-

ers for businesses than as assurances of privacy for

consumers. A broadly drafted privacy policy may not

preempt future uses of big data that identifies otherwise

de-identifiable personal information. Legal practitioners

should also be mindful of drafting too vague a privacy

policy particularly given the increasing complexity of

the information ecosystem.

Practitioners should focus on transparency by provid-

ing continuous notification each time there is a change in

practices around collection, use, or disclosure of per-

sonal information. Such notification should clearly set

out the main ways in which the new practices are likely

to impact individuals. However, keeping individuals

informed will not remedy the shortcomings of the

Privacy Act in respect of big data and greater transpar-

ency.
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Opt-in use
At the same time, collective action problems may

generate a suboptimal equilibrium where individuals fail

to opt in to societally beneficial data processing in the

hope of free riding on the goodwill of their peers.

Consider, for example, internet browser crash reports,

which very few users opt into, not so much because of

real privacy concerns but rather due to a (misplaced)

belief that others will do so instead. This phenomenon is

evident in other contexts where the difference between

opt-in and opt-out regimes is unambiguous, such as

organ donation rates. In countries where organ donation

is opt-in, donation rates tend to be very low compared to

the rates in countries that are culturally similar but have

an opt-out regime.

Finally, a consent-based regulatory model tends to be

regressive, since individuals’ expectations are based on

existing perceptions. If Facebook, for example, had not

proactively launched its News Feed feature in 2006 and

had instead waited for users to opt-in, we might not have

benefitted from Facebook as we know it today. It was

only after data started flowing that users became accus-

tomed to the change.

Conclusion
Advances in data analytics and the substantial increase

in data storage capacity have expanded the scope of

information available to businesses, government and

individuals. Perhaps the failure of regulation to keep

pace with technology and the rise and use of big data

acts as an impediment to commercialisation and techno-

logical innovation by business or, at least, a disincentive

for business to comply with the privacy law.

Yet, even though the recent amendments to the

Privacy Act and the recent APPs do not specifically

address the big data technology/regulation gap, upcom-

ing changes in this area calls for legal practitioners to

watch this space.

Sarah A Hinchliffe

Barrister & Solicitor
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Act 2006 (NT): s 8.
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